
INDUSTRIAL CONTROL SYSTEMS (ICS) SECURITY 
WORKSHOP 

 
National Institute of Standards and Technology 

 
September 24th, 2010 

 
 
 
NIST will hold an Industrial Control Systems Security Workshop at the Hilton Washington 
DC/Rockville Hotel & Executive Meeting Center to discuss NIST Special Publication updates 
relating to industrial control systems security. The workshop is free and does not include food; 
however, attendees may purchase food through the hotel.  Seating is limited to 100.   
 
 
Who Should Attend: 
Individuals with responsibility for management/oversight, development, implementation, 
operation, and/or security assessment/monitoring of industrial control systems. 
 
 
Agenda: 
 See next page 
 
 
Location: 

Hilton Washington DC/Rockville Hotel & Executive Meeting Center 
Regency Ballroom 
1750 Rockville Pike 
Rockville, Maryland, 20852-1699 
Tel: 1-301-468-1100 
www.washingtondcrockville.hilton.com 

 
Directions are provided on the Hilton website.  The Hilton is near the Rollins Avenue/Twinbrook 
Parkway Intersection. Parking is available for a daily fee of $12.  
 
 
Metro: 
The hotel is near the Metro Twinbrook Station on the Red Line towards Shady Grove Road. 
 
 
Registration: 
Please register through nistics@nist.gov and provide your name, affiliation, phone number, email 
address, and food selection for the hotel (see below).  
 
Attendees may purchase coffee/breakfast from the hotel’s Twinbrook Grille and box lunch tickets 
may be purchased on-site before 10AM for $15 plus 6% tax.  The box lunch selection consists of 
three options: (1) turkey Swiss sandwich, (2) grilled vegetable wrap, and (3) chicken Caesar 
wrap.  All would be accompanied with a combination of chips, pasta salad, and a drink.  When 
registering please select numbers 1-3 or (4) not interested in purchasing the box lunch. 
 

http://www.washingtondcrockville.hilton.com/
mailto:nistics@nist.gov
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AGENDA 
 

  
8:00‐8:30  On‐Site Registration and Check‐In      Peggy Himes‐CSD 

8:30‐8:45  Welcome and Opening Remarks       Cita Furlani‐ITL Director 

8:45‐10:00  Enterprise‐Wide Risk Management      Ron Ross‐CSD 
    Organization, Mission, and Information System View 

10:00‐10:15  Networking Break          All 

10:15‐11:00  NIST Special Publication 800‐53, Revision 3    Kelley Dempsey‐CSD 
    Security Controls for Information Systems, ICSs, 
    and Organizations 

11:00‐12:00  NIST Special Publication 800‐37, Revision 1    Ron Ross‐CSD 
Applying the Risk Management Framework  
to Information Systems and ICSs 

12:00‐1:00  Lunch              All 

1:00‐2:00  NIST Special Publication 800‐82        Marshall Abrams‐  
Guide to Industrial Control Systems Security    The MITRE Corporation 

2:00‐3:00  Smart Grid Project Update        Marianne Swanson‐CSD 

3:00‐3:30  Question and Answer Session        Ron Ross‐CSD 
 

 
Acronyms 
ICS – Industrial Control System 
NIST – National Institute of Standards and Technology 
ITL – Information Technology Laboratory, NIST 
CSD – Computer Security Division, ITL, NIST 


